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MHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIbHBIX MHTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOJC)KH B MHTEPHETE CTAHOBHUTHLCS OOJIBINE, a IIKOJbHHUKH OIHH U3
CaMbIX aKTUBHBIX ITojib30BaTenel PyHera. Mexay TeMmM, MOMHUMO OIPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, MHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA IMOMOYb TeOe 0e30MacHO
HaxXOJUTHCS B CETH.

KOMI'Ibl'OTepH blé BUPYCbI

KoMmnbrorepHslil BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEILHON
0COOEHHOCTBIO KOTOPOH SIBJII€TCSI CIIOCOOHOCTh K pa3MHOXKEHHI0. B nomnonHeHue k 3TOMY,
BUPYCHI MOT'YT MTOBPEAUTDH WM TIOJTHOCTBIO YHUUTOXXUTH BCe (DaiIbl U TaHHBIE, TIOJAKOHTPOJILHBIC
H0JIb30BATENI0, OT UMEHH KOTOPOTro ObLIa 3allyllieHa 3apa)KeHHas IporpamMma, a TaKkKe MOBPEAUTh
WIN J1a)X€ YHUYTOXXUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (haimamu B 1enioM. B GosbmmHCTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MGTOI[I)I 3al0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. I/ICHOHBBYﬁ COBPCMCHHBIC OIICPALIMOHHBIC CHCTCMbI, MMCIOIIUC CCprBHHﬁ YPOBCHb
3alIUTBI OT BPpCAOHOCHBIX ITPOrpaMMm;

2. TlocrossHHO ycTaHaBiMBail mautu (UM(POBBIE 3aIJIaTKH, KOTOpPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIETBI0 TOPAOOTKH MPOrpaMMBbl) U Ipyrue OOHOBIIEHUS CBOCH ONEepPalMOHHON
cuctembl. CkaunBail X TOJIbKO ¢ odunuampHoro caira paspadborunka OC. Ecnu cymectByet
peXUM aBTOMaTHYECKOro OOHOBIJIEHHUSI, BKIIFOUH €T0;

3. Pa0oTaii Ha CBOeM KOMIIBIOTEPE MOJI TIPaBaMH I0JIb30BATENs, a HE a]IMHHUACTPATOpa. ITO
HC ITO3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX IMTPOrpaMM MHCTAJTIIIMPOBATHECA HAa TBOEM IIEPCOHAIIBHOM
KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI HM3BECTHBIX IMPOU3BOJIUTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKHI TOCTYN K KOMIBIOTEPY JIJIs1 TOCTOPOHHUX JIULL;

6. Vcnonp3yil BHEIIHWE HOCUTENN MHPOpMAlLUH, Takhe Kak (hjelka, AUCK Wi ¢ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIbIOTEpHBIE (PAiiiIbl, MOTYYEHHbIE U3 HEHAIS)KHBIX HCTOYHUKOB. Jlaxe
Te (ailyibl, KOTOPbIE MPUCIIA TBOW 3HAKOMBIH. Jlyulle yTo4HH y HETo, OTIPaBJISI JIU OH TeOe ux.

Cetun WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHS, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupepnanjackas kommanus 3apeructpuposaia Openn "WECA", uyro o6o3Hauaino
cnoBocouetanue "Wireless Fidelity", koTopsiii mepeBoguTcs kak "O0ecripoBoAHAsI TOYHOCTD .

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoWl ke



TexHosorueil. 9to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBbUIO JaHO C HAMEKOM Ha CTaHAAPT
BhICHICH 3ByKoBOM TexHukH Hi-Fi, uTo B mepeBoie o3HauaeT "BrICOKAst TOUHOCTH'".

Ha, OecrmaTHBIA MHTEPHET-IOCTYN B Kade, OTENIX M a’pornopTax SBISICTCS OTIWIHON
BO3MOYKHOCTBIO BBIXO/1a B HHTEpHET. HO MHOTHE 9KCIIEPTHI CYMTAIOT, YTO 00MmIeaocTymHbIe Wi-Fi
CETU HE ABIIIIOTCI 0E€30IaCHBIMU.

CoBeTslI 110 6€30MmacHOCTH paboThl B 00 A0CTYTHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro muuHyto nHpopmanmio yepe3 oomenoctynusie Wi-Fi cetn. Paboras
B HUX, JKEJIATeIIbHO HE BBOJMTH [IAPOJIN JIOCTYIIA, JOTUHBI U KAKHE-TO HOMEpa;

2. Vcnonp3yih 1 OOHOBISI aHTUBUPYCHBIE MporpaMmbl U Opanamayep. Tem caMbIM Thl
o0e3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBannu Wi-Fi otkmioun ¢yskmuro "OOmmii goctyn Kk daitnmam u
npuntepam". JlanHas (yHKOUS 3aKpbiTa MO YMOJYaHHUIO, OJHAKO HEKOTOPHIC IMOJb30BATEIIH
aKTUBUPYIOT €€ AJIsl y100CTBA UCII0JIb30BaHUA B paboTe niau yueoe;

4. He ucnonw3yit nyonuunsiit WI-FI nuist nepenaun TMUHBIX JaHHBIX, HATIPUMED AJIs BBIX0J1a
B COLMAJIbHBIE CETU UJIU B AJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yii TonbKo 3amuiiennoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu HaGope
BeO-anmpeca BBoau UMeHHO "https://";

6. B MobunsHoM Tenedone otknroun ¢pynkuuio "llogkmouenue k Wi-Fi aBTomatuyecku'.
He nomyckait aBToMaTn4eckoro moAKIIoueHs ycTpoiicTa K ceTsim Wi-Fi 6e3 TBoero cormiacusi.

CoumanbHble ceTu

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKU3Hb, MHOTHE JIOAU PaOOTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxke 3aperucTpupoBaH MUITHAp] YEJIOBEK, YTO SIBISIETCS OIHOM
CelbMOM BCEX KHUTeNed IIaHeThl. MHOTWe MOJb30BaTeM HE MOHUMAIOT, YTO HHGopMaius,
pasMelleHHas UMH B COIIMAJIbHBIX CETSAX, MOXKET ObITh HalJIeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMy HaMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuyb CIUCOK Apy3eh. Y TeOs B IPYy3bAX HE JOJKHO OBITh CTy4alHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3amuiail cBo 4acTHYO Ku3Hb. He yka3piBail maposnu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JUYHYIO WHGOpMalnMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC ITPOBCCTU KAHUKYJIbI;

3. 3amuiaii CBOIO permyTaIuio - JEeP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMpoc: XOTeN Obl ThI,
YTOOBI JIpyrUe IOJIB30BATENM BHJICIH, YTO ThI 3arpyxaemb? [lomymaii, mpexae 4eM 4YTo-TO
OIyOJIMKOBATh, HAMKICATh U 3aTPY3UTh;

4. Ecny Tl TOBOPHIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIIONIb3YH CBOE PEAIbHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALIUU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eObl U NpoYee;

5. N306erait pasmemenus pororpaduii B IaTepHEeTE, T11€ TH M300paKe€H Ha MECTHOCTH, TIO
KOTOPOU MOKHO OIPENETUTH TBOE MECTOMOIOKEHNUE;



6. Ilpu perucTpanuu B COIMAIBLHON CETH HEOOXOAMMO HCIOIh30BATh CIOXKHBIC MApOJIH,
cocTosmue u3 OykB v QP U ¢ KOJUISCTBOM 3HAKOB HE MEHEE §;

7. Ay CcOIMAIbHON CETH, TOYTHI U JPYTUX CANTOB HEOOXOIMMO WCIIONB30BATh Pa3HBIC
naponu. Torga eciau Te0s B3IOMAIOT, TO 3JIOYMBIIIJICHHUKHU MOJIYyYaT JOCTYM TOJBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

ANEeKTPOHHbIEe AeHbIM

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YIOOHBIA CHoco0 IulaTeXed, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TH JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCAABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocyaapCTBax a0 CHUX ITIOP HE IMPOIHMCAHO ITPO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIMOHHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3ACIsIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpPOBOAUTH ONepanuu 0e3 WACHTH(QUKAIMHU IOJb30BaTeNsi, a B
HEaHOHMMHBIX MJIeHTU(UKALKS T0Ib30BATEIN ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pas3inyaTh SJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHBIU (HE paBHbI TOCYJAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 O€30IAaCHOM paboTe ¢ IEKTPOHHBIMH JJCHbIaMH:

1. TlpuBsku K cueTy MOOWUIBHBIN TenedoH. DTO camblii YAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUThH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH IOMOXKET, eCiu 3a0yJenib CBOM
IUTATS)KHBIA TTAPOJIb WITK 3ai/ICNIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonb3y#t omHopasoBkie mapoiu. [locie mepexoma Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITK TiepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu cnoxHblil maposib. [IpectynHukam OyaeT He IpOCTO yrajgaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MeHee 8 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, U PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK Jojuiapa, QyHTa,
BOCKJIMILIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
ANeKTPOHHas no4Tta

DONEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTaBIIIEMBIE €10 YCIYTU IO IEPECBUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIECHUH, KOTOpBIE PACHPEAESIOTCS B KOMIIBIOTEPHOW CETH.
OO6b1yHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISITAT CJIEIYIOIIUM oOpasom:
UMs_TOJIb30BaTeI(@UMsL_JoMeHa. Takke KpoMme Iepeadyd MpOoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTh MepeaaBaTh (paisibl.

OcHOBHBIE COBETHI 110 O6€301acHO paboTe ¢ IMEKTPOHHON TTOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYYIIE JOBEPSATh TE€M, KOrO 3HACIIb U KTO MEPBbIi B
pEUTHHTE;

2. He yka3pIBail B NMYHOM moute NU4Hy0 MHpopmauuio. Hanpumep, mydmie BbIOparth



"My3bIKaJIbHBINA (anat@" uimn "pok2013" Bmecto "temal3";

3. Ucnionp3yii ABYX3TAMHYIO aBTOPU3AIMIO. DTO KOT1a TOMUMO MapoJisi Hy’)KHO BBOJUTH KO/I,
npucbuIaeMblil mo SMS;

4. BpiOepu CHIOXHBIA Tapodib. JIJIsi KaXAaoro MOYTOBOTO SIUKA JOJDKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOMKHOCTh HamucaTh CaAMOMY CBOW JIMYHBIA BOMPOC, UCIOJB3YH 3Ty
BO3MOKHOCTD;

6. Hcrnonp3yid HECKOJIBKO ITOYTOBBIX SIIUMKOB. IlepBbI 11 4YAaCTHOM NEPENUCKUA C
aJpecataMmu, KOTOPHIM Thl JOBEpsCIb. DTO 3JEKTPOHHBIM aJpec HE HA/l0 HUCIOJb30BaTh MPHU
peructpanuu Ha popymax U cairax;

7. He oTkpbIBail ¢aiiiel U Apyrue BIOKEHHS B MUCbMaX, Ja)Ke €CIM OHU MPUILIH OT TBOUX
apys3eil. Jlydiie yTouHu y HUX, OTHPABIIsUIN JIM OHU Tebe 3T (ailibl;

8. Ilocne okoHuaHust pabOTHI Ha TOYTOBOM CEPBHCE TIEPE/I 3aKPHITUEM BKJIAJIKU C CATOM HE
3a0yqb HaXaTh Ha "BeiidTu".

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesnbCTBO

KubepOyniauHr - npeciiejoBaHre COOOIIEHUSIMH, COACPKAIIUMU OCKOPOIEHHS, arpeccurio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIMHIOM:

1. He 6pocaiics B 60ii. JIyumuii cnoco6: mOCOBETOBAaThCA Kak ceOs BECTH U, €CITU HET TOrO,
K KOMY MOXHO OOpaTHThCS, TO BHayaje YCIOKOUTbCSI. Eciu Tl HayHelb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO elrle OOJIbIIIe pa30XoKellh KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTHL B CETH MHHMAs. Cy'H_[eCTBy}OT CITOCOOBI BBISICHUTBb, KTO CTOHT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTouT BeCTH XyJIUTraHCKUI 00pa3 BUPTYaIbHOM ku3HU. IHTepHET (huKCupyeT Bce TBOU
JEHCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. Co0Gurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbId HeraTuB. OJIHOPA30BbIE OCKOPOUTENIbHBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHMPOBKHU OTIIPABKU COOOIICHUN C ONPEACTICHHBIX aJ[PECOB;

8. Ecmm T cBugerenp kubOepOyummHra. TBOM JNEHCTBHS: BBICTYIIUTH IIPOTHB
IIpecIeIoBaTeNs, MOoKa3aTb €My, YTO €ro ACHCTBHsS OLEHUBAIOTCS HETaTUBHO, MOAJEPKATh
KEPTBY, KOTOPOI HyKHa IICUXOJIOTMUYECKask IOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOIO
MIOBE/ICHNUS B CETH.



Mo6unbHbIN TenedoH

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COJEPXKAT B ceOe BIIOJIHE B3POCIBIN (PyHKIMOHAT,
U Telepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KOMITbloTepamu. OTHAKO, CPEelCTB
3aIUTHI 115 TOAOOHBIX YCTPOUCTB MOKA OUY€Hb Maso. TecTupoBaHKE M MOUCK YA3BUMOCTEH B HUX
HPOUCXOIUT HE TaK MHTEHCUBHO, Kak [uis [1K, To jxe camoe kacaeTcs 1 MOOMIBHBIX IPUIIOKEHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAaKTHYECKH JIOTHAIH HACTOJBHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAda BJe4eT 3a CO000i OOJBIIYI0 CIO0XKHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOLINE KPUTUYECKUE
YSA3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OCHOBHBIE COBETEI JJIA 0€3011acHOCTH MOOHILHOTO TeJ'Ie(bOHaZ

Huuero e siBnsiercss mo-HacrosiniemMy OeciuiaTHbIM. Byns ocToposkeH, Belp Korja Tede
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaBuTh SMS, poTo mnmm Buaeo. Tel TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HUTOre?

Heo6xo0auMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapTQOHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI 11 MOOMIIBHBIX Tesle()OHOB;

He 3arpy>1<aﬁ MMPUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHHU MOI'YT COACPKATH
BpPCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[locne Toro kak Thl BBIHJCIIb C caiiTa, ri€ BBOAWJ JIMYHYIO HHpOpMAIMIO, 3aiau B
HACTpOIiku Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKue IIaTHbIE YCIIYI'M aKTUBHPOBAaHbBI HA TBOEM HOMEpE;

JlaBaii cBOi HOMEp MOOMJIBHOTO TeleoHa TOJBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE Mojb3yelibcs. He 3a0piBaii mHOTIA
MIPOBEPSITH ITO.

Online urpbl

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPAcCOUYHbIE, 3aXBaTHIBAIOIIME Pa3BJICUYCHHS,
O00BEANHSIIONINE COTHHU THICAY YENOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUD,
00LIatOTCS IPYT € APYTOM, BBIIOJHSIOT 3aJJaHUsl, CPAXKAIOTCS C MOHCTPAaMU U MOJTY4aloT OMBIT. 3a
YIOBOJIbCTBUE OHU IJIATST: MOKYIMAIOT JUCK, OMJIAYMBalOT aDOHEMEHT WM MPUOOPETAIOT KaKue-
TO OIIIIHH.

Bce st CpeacTBa UAYT Ha MOAACPIKAHUC U PA3SBUTHUC UT'PHI, 4 TAKIKC HA CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOpU3aAllH, BBIITYCKAKOTCSA HOBBIC ITATYU (I_[I/I(prBI:;Ie 3aIllJIaTKH
JIA nporpaMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBCPOB.

B HO)IO6HI)IX HUIrpax CTOUT OmacaTbCs HE CTOJIBKO CBOMX COIMCPHUKOB, CKOJIBKO KPaXH TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.



OCHOBHBIC COBETHI 110 0€30IIACHOCTH TBOETO HUIpOBOr'0 aKKayHTa:

1. Ecim npyroit urpok BeAeT ceOs MI0X0 WIIA CO37aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH €ro
B CITUCKE UTPOKOB;

2. HOX(&HYﬁCﬂ AAMHUHHUCTpATOpaM HMIPbI Ha IIJIOXOC IMOBEACHHUE 3TOr0 UIpoKa, KEJIaTCIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3wiBaii inunyro nHpopmaiuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeoduMaIbHbBIE TTATYH U MOJIBI;

6. Micnionb3yi CII0’KHBIE U pa3HbIe N1apoJIy;

7. Jaxe BO BpeMs WIpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

PULIMHT UnNu KpaXxa JINYHbIX AaHHbIX

OOBIYHOM KpaXKkel JCHET U IOKYMEHTOB CETO/IHSI YK€ HUKOTO HE YIAMBUIIIb, HO C PA3BUTHEM
UHTECPHET-TCXHOJOTHIA 3JIOYMBIILUICHHUKH TEPEMECTHIIUCh B HMHTEPHET, M IPOJOJDKAIOT
3aHUMATHCS "ITFOOUMBIM" HEJIOM.

Tak mosiBHJIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUIIUHI, TJIAaBHAS IEJb
KOTOPOTO COCTOUT B TOJNYYEHUU KOHQPHUICHIMATHHBIX JIAHHBIX IOJH30BaTENIC - JIOTHHOB W
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢umuar (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. Cneau 3a cBOoMM akKayHTOM. Eciiu ThI 10103peBaetiib, 4TO TBOSI aHKETa ObLjIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ M COOOIIUTh aIMUHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonw3yii cioxHble U pa3Hble nmaponau. Takum oOpa3zom, eciau TeOs B3JIOMAalOT, TO
3JI0YMBIIIJIEHHUKH TOJIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3MoMalnu, TO HE0OXOUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
n00aBJIEHBI Y T€0SI B IPY3bSAX, O TOM, UTO T€OS B3JIOMaIHN U, BO3MOXKHO, OT TBOEro HMEHU Oy/eT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKIIIOYM cOXpaHeHUe mapoiis B Opaysepe;

7. He oTkpbIBaii (aitipl U Ipyryue BIOKSHHUS B MHUChMaX, Ta)Ke €CIM OHHM MPUIIUIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haibl.

LUndpoBas penyrauus



[udposas pemyrarus - 3TO HEraTHUBHAs WM MO3UTHBHAS MH(POpPMAIMs B CETH O TeOe.
Komnpomerupyromas uHbopmanus, pa3MeUIeHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU xu3HU. "lludpoBas pemyranus" - 3To TBOH MUMHIK, KOTOPBIN
dopmupyercst u3 unpopmaru o Tede B MHTEpPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6I)I, TBOC (bl/IHaHCOBOC IIOJIOXKCHHUEC, 0COOEHHOCTHU XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue noJapoCTKU JIETKOMBICIEHHO OTHOCATCA K IMyOJMKAlMKU JUYHON MHpOpManuu B
WNurtepHere, He MOHUMAst BOBMOXHBIX TOCIEACTBUN. ThI Jaxe He CMOKEIIb JI0TalaTbCsl O TOM, YTO
dororpacdus, pasmelieHHas 5 JeT Ha3a/l, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pazmenienue TBoux (¢ororpaduii u Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke T0CJIe TOro, KaK Thl UX yAaIuIlb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(OpMaIHIO, IoTana
J¥ OHAa B TOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JM OHA, a TJAaBHOE: YTO MOAYMAalT o Tebe
OKpY’KarollMe JIOAHU, KOTOpble HailnyT u yBuaar sto. Hailtu undopmanuio MHOro jer crnycrs
CMOXeET JIF000H - KaK U3 JOOPBIX MOOYKACHUH, TaK ¥ C HAMEPEHUEM MTPUYUHHUTD BPE. DTO MOXKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE MU(POBON PEITYTAIINH:

1. Tlomymaii, mpexae 4em 4To-TO MyOJMKOBaTH M IepelnaBath y ceOs B Oiore WM B
COIIMAILHOM CETH,

2. B Hactpoiikax mpoguisi yCTaHOBU OTpaHMYECHHUS Ha MPOCMOTP TBOETO MPOMUIL U €ro
COJIEP’)KUMOT0, ClIeNail ero TOJbKO "1Ist Ipy3en';

3. He pa3menaii u He yka3biBail HH)OpPMAIUIO, KOTOPAst MOXKET KOTO-JTHO0 OCKOPOJISATH HITH
00MXKaTh.

ABTOpCKOE npaBo

CoBpeMeHHbIe MKOJBHUKHU - aKTUBHBIE MMOJB30BaTeNn IU(pPoBOro mpoctpancTea. OIHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMH BO3MOXXHOCTSMHU HU(GPOBOrO Mupa Tpedyer
cOOJTI0IeHHSI TIPAB HA UHTEIJUICKTYAIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTeNIEKTyalbHas COOCTBEHHOCTh" OTHOCHTCA K PAa3JIMYHBIM TBOPEHHSIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIOyrd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTh HAa MPOM3BEIECHUS
HayKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHUE TpaBa BBICTYNAIOT B KaU€CTBE FapaHTUHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHbIM, JacT €My CIpaBelIHBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOErO TPYy/Aad, MOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 paspemieHust aBTopa HE MOKET BOCIIPOM3BOIUTH €r0 IPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTh, HUMIIOPTUPOBATH, MYCKATh B MPOKaT, MyOJIMYHO
UCTIOJIHATE, IOKA3bIBATh/UCIIOIHSTh B 3(Hpe UK pa3meniaTts B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MmporpaMMHOIO OOECHeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIle
yCTaHOBJIEHA HellerajibHas nporpaMma. He crouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIEraJbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.



O nopTane

CeteBHU4OK.pQ - TBOM IIIaBHBIN COBETUUK B CETH. 371€Ch ThI MOKEILb Y3HATH O O€30aCHOCTH
B CETH NOHATHBIM U JIOCTYIHBIM SI3BIKOM, a MpPHU BO3HUKHOBCHMH KPUTHYECKOW CHUTYyalluu
00paTUTHCS 3a COBETOM. A TaKkKe NPUHSITH ydacTHE B KOHKypcaxX M CTaThb CaAMbIM LU(PPOBHIM
rpaxxaaHuHOM !



